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Linguistic Steganography
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Past Work

• Edit-based methods try to edit the secret plaintext and transform it 
into the innocent cover text
• Synonym substitution (Topkara et al. 2006), Paraphrase substitution (Chang 

and Clark, 2010), Syntactic transformation (Safaka et al. 2016)
• Cannot encode information concisely

• Generation-based methods aim to directly output the cover text by 
generating a series of words based on a language model (LM)
• Bin-LM (Fang et al. 2017), RNN-Stega (Yang et al. 2019), Patient-Huffman (Dai 

and Cai, 2019), Arithmetic (Ziegler et al. 2019)
• Better coding algorithms with modern LMs lead to better performance
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Our method fails in the “generation-based” category



Formalization: Steganography Pipeline

4

Alice
(Sender)

Bob
(Receiver)

Secret
Plaintext

Public Channel

Eavesdropper

Encode Decode

m 2 {0, 1}L

<latexit sha1_base64="FPbRnBREH7xehuGPma8I4P8YXD4=">AAACBHicbVDLSsNAFJ3UV62vqMtuhhZBUEoiii6Dbly4qGAf0MQymU7aoZNJmJkIJWThxi/wH9y4UMStH+Guf+Ok7UJbD1w4nHMv997jx4xKZVljo7C0vLK6VlwvbWxube+Yu3tNGSUCkwaOWCTaPpKEUU4aiipG2rEgKPQZafnDq9xvPRAhacTv1CgmXoj6nAYUI6Wlrll2Q6QGfpCGGXQph25qHUPbze7Tm6xrVq2aNQFcJPaMVJ2Ke/Q8dkb1rvnt9iKchIQrzJCUHduKlZcioShmJCu5iSQxwkPUJx1NOQqJ9NLJExk80EoPBpHQxRWcqL8nUhRKOQp93ZmfLOe9XPzP6yQquPBSyuNEEY6ni4KEQRXBPBHYo4JgxUaaICyovhXiARIIK51bSYdgz7+8SJonNfu0dnZrV51LMEURlEEFHAIbnAMHXIM6aAAMHsELeAPvxpPxanwYn9PWgjGb2Qd/YHz9AKmtmnI=</latexit>

f(·)

<latexit sha1_base64="WxDCuhCYFJN/H0UQT+zO2LLCnQs=">AAAB73icbZDLSsNAFIYn9VbrrerSzWARKkJJRNFl0Y3LCvYCTSiTyaQdOsnEmRMhhL6ECC4UcevruOvbOL0stPWHgY//P4c55/iJ4Bpse2wVVlbX1jeKm6Wt7Z3dvfL+QUvLVFHWpFJI1fGJZoLHrAkcBOskipHIF6ztD28nefuJKc1l/ABZwryI9GMeckrAWJ2w6tJAwmmvXLFr9lR4GZw5VOrH7tnLuJ41euVvN5A0jVgMVBCtu46dgJcTBZwKNiq5qWYJoUPSZ12DMYmY9vLpvCN8YpwAh1KZFwOeur87chJpnUW+qYwIDPRiNjH/y7ophNdezuMkBRbT2UdhKjBIPFkeB1wxCiIzQKjiZlZMB0QRCuZEJXMEZ3HlZWid15yL2uW9U6nfoJmK6Agdoypy0BWqozvUQE1EkUDP6A29W4/Wq/Vhfc5KC9a85xD9kfX1A4Cfkps=</latexit>

y = f(m)

<latexit sha1_base64="cXH5aLnubY9QXMddEwbaJvrWPU4=">AAACA3icbVDLSgMxFM3UV62vUXe6CRahbsqMVHQjFN24rGAf0A4lk2ba0CQzJBlhGApu/BU3LhRx60+482/MtCNo64HAyTn3cu89fsSo0o7zZRWWlldW14rrpY3Nre0de3evpcJYYtLEIQtlx0eKMCpIU1PNSCeSBHGfkbY/vs789j2RiobiTicR8TgaChpQjLSR+vZBjyM98oM0mcBLGFR+vnxy0rfLTtWZAi4SNydlkKPRtz97gxDHnAiNGVKq6zqR9lIkNcWMTEq9WJEI4TEakq6hAnGivHR6wwQeG2UAg1CaJzScqr87UsSVSrhvKrMV1byXif953VgHF15KRRRrIvBsUBAzqEOYBQIHVBKsWWIIwpKaXSEeIYmwNrGVTAju/MmLpHVadWvVs9tauX6Vx1EEh+AIVIALzkEd3IAGaAIMHsATeAGv1qP1bL1Z77PSgpX37IM/sD6+AWMhl10=</latexit>

m = f�1(y)

<latexit sha1_base64="nGmx/vJwUD6TObnksXJLG+wlIeY=">AAACCHicbVDLSsNAFJ3UV62vqEsXDhahLiyJVHQjFN24rGAf0MYymU7aoTNJmJkIIWTpxl9x40IRt36CO//GSRtBWw9cOJxzL/fe44aMSmVZX0ZhYXFpeaW4Wlpb39jcMrd3WjKIBCZNHLBAdFwkCaM+aSqqGOmEgiDuMtJ2x1eZ374nQtLAv1VxSByOhj71KEZKS31zv8eRGrlewlN4Ab275NhOKz9anB71zbJVtSaA88TOSRnkaPTNz94gwBEnvsIMSdm1rVA5CRKKYkbSUi+SJER4jIakq6mPOJFOMnkkhYdaGUAvELp8BSfq74kEcSlj7urO7EQ562Xif143Ut65k1A/jBTx8XSRFzGoApilAgdUEKxYrAnCgupbIR4hgbDS2ZV0CPbsy/OkdVK1a9XTm1q5fpnHUQR74ABUgA3OQB1cgwZoAgwewBN4Aa/Go/FsvBnv09aCkc/sgj8wPr4B4tmZQw==</latexit>

Cover text



Formalization: Imperceptibility

• Following (Dai and Cai, 2019), we define the “imperceptibility” of a
steganography algorithm based on the Total Variation Distance (TVD):
• The true language distribution
• The cover text distribution implicitly defined by the encoder

Measures how 
good the LM is

TVD(P⇤
LM ,Q) =

1

2
kQ�P⇤

LMk1

 1

2
kQ�PLMk1 +

1

2
kPLM �P⇤

LMk1

Measures how good 
the encoder is 5

P⇤
LM

<latexit sha1_base64="bjmXy6SijwtmFSKcMlRA004Q2tE=">AAAB/HicbVDLSsNAFL3xWesr2qWbwSKIi5JIRZdFNy4UKtgHtDFMppN26OTBzEQIIf6KGxeKuPVD3Pk3TtoutPXAwOGce7lnjhdzJpVlfRtLyyura+uljfLm1vbOrrm335ZRIghtkYhHouthSTkLaUsxxWk3FhQHHqcdb3xV+J1HKiSLwnuVxtQJ8DBkPiNYack1K/0Aq5HnZ838ITvJ3ezmNnfNqlWzJkCLxJ6RKszQdM2v/iAiSUBDRTiWsmdbsXIyLBQjnOblfiJpjMkYD2lP0xAHVDrZJHyOjrQyQH4k9AsVmqi/NzIcSJkGnp4sosp5rxD/83qJ8i+cjIVxomhIpof8hCMVoaIJNGCCEsVTTTARTGdFZIQFJkr3VdYl2PNfXiTt05pdr53d1auNy1kdJTiAQzgGG86hAdfQhBYQSOEZXuHNeDJejHfjYzq6ZMx2KvAHxucP8KOU9w==</latexit>

Q(y)

<latexit sha1_base64="4cF0WfgaOZqXbQaOEgUnFotv4Uc=">AAAB/3icbVDLSsNAFL2pr1pfUcGNm2AR6qYkUtFl0Y3LFuwD2lAm00k7dDIJMxMhxC78FTcuFHHrb7jzb5y0EbT1wMDhnHu5Z44XMSqVbX8ZhZXVtfWN4mZpa3tnd8/cP2jLMBaYtHDIQtH1kCSMctJSVDHSjQRBgcdIx5vcZH7nnghJQ36nkoi4ARpx6lOMlJYG5lE/QGrs+WlzWvmhyfRsYJbtqj2DtUycnJQhR2NgfvaHIY4DwhVmSMqeY0fKTZFQFDMyLfVjSSKEJ2hEeppyFBDpprP8U+tUK0PLD4V+XFkz9fdGigIpk8DTk1lEuehl4n9eL1b+lZtSHsWKcDw/5MfMUqGVlWENqSBYsUQThAXVWS08RgJhpSsr6RKcxS8vk/Z51alVL5q1cv06r6MIx3ACFXDgEupwCw1oAYYHeIIXeDUejWfjzXifjxaMfOcQ/sD4+AYtPZY2</latexit>

f(·)

<latexit sha1_base64="WxDCuhCYFJN/H0UQT+zO2LLCnQs=">AAAB73icbZDLSsNAFIYn9VbrrerSzWARKkJJRNFl0Y3LCvYCTSiTyaQdOsnEmRMhhL6ECC4UcevruOvbOL0stPWHgY//P4c55/iJ4Bpse2wVVlbX1jeKm6Wt7Z3dvfL+QUvLVFHWpFJI1fGJZoLHrAkcBOskipHIF6ztD28nefuJKc1l/ABZwryI9GMeckrAWJ2w6tJAwmmvXLFr9lR4GZw5VOrH7tnLuJ41euVvN5A0jVgMVBCtu46dgJcTBZwKNiq5qWYJoUPSZ12DMYmY9vLpvCN8YpwAh1KZFwOeur87chJpnUW+qYwIDPRiNjH/y7ophNdezuMkBRbT2UdhKjBIPFkeB1wxCiIzQKjiZlZMB0QRCuZEJXMEZ3HlZWid15yL2uW9U6nfoJmK6Agdoypy0BWqozvUQE1EkUDP6A29W4/Wq/Vhfc5KC9a85xD9kfX1A4Cfkps=</latexit>



Toward “Near-Imperceptible”

• Decompose sequence-level imperceptibility to per-step imperceptibility:
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DKL(Q(·|y<t)kPLM (·|y<t))

KL divergence of each generation step

If each step’s KL divergence is small enough, the overall
generated cover text is statistically “near-imperceptible”
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Background: Arithmetic Coding

• View the bit sequence m as a binary fractional number 
• For example:  𝐦 = 1, 0, 1 → 𝐵 𝐦 = 0.101 → 1×2+, + 1×2+. = 0.625

• At the initial time step 𝑡 = 1, create an interval 𝑙,, 𝑢, = 0, 1
• Each time step 𝑡 starts with 𝑙4, 𝑢4 and outputs a token 𝑦4 by:
• Compute the conditional distribution 𝐐(𝑦4|𝐲:4)
• Divide the current interval 𝑙4, 𝑢4 into sub-intervals, each representing a fraction 

of the current interval proportional to 𝐐(𝑦4|𝐲:4) of a possible next token
• Select the sub-interval that 𝐵 𝐦 lays in and set it to be 𝑙4<,, 𝑢4<,
• Output the token corresponding to the above selected sub-interval

• Stop when all m-prefixed fractions fall into the final interval
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Arithmetic Coding Example

8

0.0

1.0

0.8

Q(“A”) = 0.2

0.6

Q(“The”) = 0.2

0.45

Q(“Hello”) = 0.15

0.32
Q(“Once”) = 0.13

…
…

…
…

0.45

0.6

Q(“my”) = 0.25

Q(“world”) = 0.2

Q(“there”) = 0.2

Q(“fellow”) = 0.13

0.5625

0.5325

0.5025

0.483

0.6

0.5625

Q(“friend”) = 0.35

…
…

…
…

Q(“name”) = 0.25

Q(“cell”) = 0.12

0.586875

0.5775

0.573

0.586875

…
…

…
…

0.5775

Q(“is”) = 0.7

Q(“””) = 0.1
0.5803125

0.579375
…

…

…
…

0.5803125

0.586875

…
…

Q(“John”) = 0.2

Q(“Jimmy”) = 0.2

Q(“Alice”) = 0.2

Q(“Bob”) = 0.15

Q(“Eve”) = 0.15

0.5855625

0.58425

0.5829375

0.581953125

0.58096876

Bit Sequence :    1 0 0 1 0 1  0 1 1 0 1 0 0 1 0 1 1 1 1 0 0 0 1 1 0 1 0 1 0
MSB LSB

0.5

0.578125

.

……

……

……

……

……

Q(·|y<1) Q(·|y<2) Q(·|y<3) Q(·|y<4)

y1 = “Hello” y2 = “my” y3 = “name” y4 = “is” y5 = “Jimmy”

Q(·|y<5)



How to Get Cover Text Distribution Q?

• Directly use PLM?
• Generate tokens with low probabilities -> bad cover text quality
• Lead to the precision issue and very slow encoding/decoding speed

• (Static) top K sampling (Ziegler et al. 2019):
• Select K most likely tokens based on PLM

• K is predefined and fixed cross all steps

Q(yt|y<t) /
⇢

PLM (yt|y<t) if yt 2 argtopKy0 PLM (y0|y<t)
0 otherwise
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Limitation of Static Top K Sampling Strategy

• Large variations across different steps
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Self-Adjusting Arithmetic Coding

• Key idea: in each step, choose the smallest K that achieves the
imperceptibility requirement
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DKL(Q(·|y<t)kPLM (·|y<t))  �

Imperceptibility requirement

K⇤ = min({K|
X

y02argtopK PLM (y0|y<t)

PLM (y0|y<t) � e��})



Selected K Distribution

• In majority of steps, choosing K < 50 is enough
• Many steps do require large K > 1000
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Experiments

• Datasets:
• Drug: Reddit drug comments
• News: the 4th sentences in CNN/DM news articles
• COVID-19: the 4th sentences in paper abstracts
• Random: 256-bit sequences generated following the uniform distribution

• Metrics:
• Bits/word: Average number of message bits encoded by a cover text token

• Larger is better (meaning the information is encoded concisely)
• KL: The KL divergence between cover text distribution and LM distribution

• Smaller is better (meaning the generated cover texts are natural and faithful)
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Overall Results

• Arithmetic coding methods are better than Huffman tree based methods
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Overall Results

• Our proposed Self-Adjusting Arithmetic Coding (SAAC) method is better
than the static Arithmetic Coding method
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Detailed Comparisons with Arithmetic Baseline

• Our new algorithm achieves the better imperceptibility (smaller DKL)
and encodes secret messages more concisely (larger Bits/Word)
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Human Evaluation

• Can fool human eavesdroppers more than half of the times
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Case Study: Generated Cover Text
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• Generated cover texts are fluent and can effectively hide the
information in the original plaintexts

bipartisan bill would require a \$13 billion appropriation at the end of the 
current fiscal year. Under the Act, you would not collect federal taxes on 

drugs or make drug-related appropriation if you were a major 
manufacturer of cannabis. The proposal will likely give Trump the 

opportunity to only fund the 10 types of confiscated marijuana that the 
federal government has been conducting a current drug .

Confederate troops were assigned a plaque near Berrien\'s Mill, a creek 
south of New York City. His monument of Lafayette\'s power to bear arms 

became the very flag of the Union government. Washington returned to 
Pennsylvania in 1788 when the navy introduced Continental forces to 

Britain. Five years later the \"Black Ships\" were commissioned

Generated Cover Text

Washington received his initial military training and command with the 
Virginia Regiment during the French and Indian War. He was later 

elected to the Virginia House of Burgesses and was named a delegate 
to the Continental Congress, where he was appointed Commanding 
General of the nation's Continental Army. Washington led American 
forces, allied with France, in the defeat of the British at Yorktown. 

molly ultra caps capped at 
180mgs will have you flying 

for hrs clean come down 99 of 
the time . <eos>

The first tally is in. The HEROES Act, passed the House of 
Representatives Friday evening, would reduce federal revenue by a net 

total of \$883 billion between 2020 and 2030, according to the Joint 
Committee on Taxation (JCT). It is highly unlikely that the bill will get 

signed into law as is, given the White House's veto threat and Senate 
Republican's view of it as hardly salvageable.

Phylogenetic analysis showed 
that Bat-SARS-CoV formed a 

distinct cluster with SARS-
CoV. <eos>

ContextPlaintext



Conclusion and Future Work

• In this study, we
• Show arithmetic coding based methods are near imperceptible
• Propose a new steganography method that achieves “near-imperceptibility”

• In the future, we plan to
• Analyze more factors in the steganography algorithm, including

• Different LMs (GPT-2 small/medium/large/x-large, XLNet?)
• Different ways to convert natural language plaintext to bit-sequence plaintext

• Use learning techniques to find the best K
• Improve the encoding/decoding speed
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